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lusr/bin/kcarectl --register KEY
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/usr/bin/kcarectl --register KEY

BYR : 2 F—F YN F OB TELL (O—KH/LePortal)

A B—FRYMZEHELTUOEWLY—/RATEHKernelCareD B &I/ N FH—EXDFI A EFATEEY,

===
i1
psjss)

KernelCare Eem

Servers &—>

ePortal

Firewall

KernelCare
Patch server

KernelCare.ePortall£ 774 74— L DSMAIZHE LT, RETENMET 5/ 3y F Y —/\TT, CHITRED/ SyFH—/3 &

A DKernelCare/ Sy FH—/\DED Ty LLTHERELET

COT7TO—FENBRINT—INSRBICH T DVENHIRT OV RECABRRICEVWTEENTHY, F

BT A\ FERECAVIN—IILT ERELNHIFEIRETY

S DEHERY—ILEHERAL., KernelCareT— o e H—NIZE AT EENTEET,




@ KernelCare wsgamams

1=} /)3
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= KernelCareT—Y U MEE I 74 L DEEAA (fetc/sysconfig/kcare/kcare.conf)
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@® KemelCare.cPortal v1.7  Feeds»  Settings~  Docs Signed inas admin  Log out
Servers: 4
Active in the last 48 hours: 2
Silent: 2
List (3) Create With selected~ Search
3] Key Description Server Count / Limit Feed
o S k| 3/ unlimited
O AT 1q23we testkey 171234 test feed
0o sm TkY536190F2wE26p 0/3 production

ePortal GUI AD H—/ vHif




@ KernelCare wsgamams

INyFH—,\¢ECloudLinux Network (CLN)

CLN(CloudLinux Network) [&CloudLinux Inc.#t D& Z5 4/t X (KemelCareZ &) NEEIN TLSIGFFTY . &5
At RIZIE sticky tag(RT1vF—44) & FHZEMNTEET, ZORT LS/ VRSN EREBIC/N\YFEERLET
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Sticky tag# R E T BICIFUATZITVET,

1. CLNR—=Zv~u 7 A
2. KernelCare Keys — Edit Key Info~i#d+, Edit Keyd 4 7 A EHRERESE T,

Info IP Licenses Invoices RHN Keys RHN Servers Actions Tracking Notes KemelCare Keys
Imunify 360 CloudLinux Backups Sublogins

Add Key
Max Servers: 0 Description: Add
2 3 [ =3 il 10 v
Description Key Status Servers QOperations
[+] Enabled 610 T o/ +
[+ ] Igor's Enabled 210 [ [+ TS

3. Sticky tagZ4—ILRICEBALET

Max servers(0 - unlimited): 10 Description: | Igor's

Enabled: Sticky tag: 290518

Edit

4. RyFEERTHH—/NIBNT. ROATURERTLET,
Jusr/bin/kcarect| --set-sticky-patch=KEY
HDWNEHHYIZ, T7 A ILletc/sysconfiglkcare/kcare.conf Z#REEL . LI FEEMLET,
STICKY_PATCH=KEY

JEEE KEY EVSEFIZFEDEFEDFTINITFNITRFTZEN S XF—XFICESHEA L TS




@ KernelCare woumomms

BEIEHERENICTD

I7AVERELTREDEBEHEEDICTHIENTEET,
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AUTO_UPDATE=False
3T HEY—NFEBT/ S FEHEITHRRYES . FBFEBBREY—LENLT UTOIATURTT Y
IT-rEEBTIDENHYET .

Jusr/bin/kcarectl --update
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CloudLinux

o Corporate KC Key

YourKernelCareKey

Enabled

= Servers

Hostname <

Ip <
= 184 154,
W 104.44.
T 194.44.
W 194 44,
oW 104 .44,
[} 194 44,
7] 95 164.658.2
[ 95.154.68.1
[} 95 1684.68.3
[ 95 164.65.4

serverd_cloudlinux.com

nebula-
01 .corp_cloudiinux.com

nebula-
05 corp_cloudiinux.com

nebula-
04 .corp_cloudlinux.com

nebula-
03 corp_cloudiinux.com

nebula-
02.corp_cloudlinux.com

poland-nebulad2
poland-nebulad1
poland-nebulad3

poland-nebulald

~

Effective Kernel <=

2.6.32-042stab128.2

3.10.0-
693.21.1.el7.x86_564

3.10.0-693.2.2.el7

3.10.0-693.21 1. el7

3.10.0-693 21 1.el7

3.10.0-693.21.1.el7

3.10.0-693.5.2.el7
3.10.0-693.5.2.el7
3.10.0-693.5.2.el7
3.10.0-693.5.2.el7

26/unlim

Created <

May 24, 2016

May 24, 2016

May 24, 2016

May 24, 2016

May 24, 2016

May 24, 2016

May 24, 2016
May 24, 2016
May 24, 2016
May 24, 2016
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Checkin <

May 2, 2018

May 1, 2018

Sep 26, 2017

May 2, 2018

May 2, 2018

May 2, 2018

Dec 4, 2017
Dec 4, 2017
Mov 17, 2017
Dec 4, 2017

T I I
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KernelCare.ePortal 4 —/\&E AL TS5 E ., 7RI R— (hitp://ePortal IP/admin) Z#ERLTF—IDEI1/LA3
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® KernelCare.ePortal v1.7

List (3) Add Filter »

Feeds~

With selected~

Settings ~ Docs

Search

xKey || equals v

@ IP
127.0.0.1
127.0.0.1

192.168.249.6

Hostname

localhost.localdomai

localhost.localdomai

localhost.localdomai

Effective Kernel

3.10.0-693.5.2.el7

3.10.0-693.5.2.el7

2.6.32-696.16.1.¢el6

aAvURSAUTHE=SYY

COARVETRFD/NVFNBERSNTNSINESNERHE

/usr/bin/kcarectl --check

Signed in as admin

Log out

Reset Filters

Registered Check In Server ID Key

05/11/18 11:55:49 05/14/18 04:12:02 nt44Tu49wOBIZY1E m

05/14/18 05:21:05 05/15/18 08:56:04 Fm0oJsY488TEX410 1

05/15/18 07:28:27 05/21/18 12:42:14 4gnHj2GyP669fD73 1
RIBHIENTEET,
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KernelCarelZIXEE R B TAT— AR IGFHMEME T 5-OIZERTEBREST APINHYET , BXIILUTDOEYTY,

s X ROV ADIGEE
https://cin.cloudlinux.com/api/kcare/nagios/key_id

= IPR=ZXADTAE R (BREE)DIFE
https://cIn.cloudlinux.com/api/kcare/nagios-res/login/token

= ePortal/\yFEHDEE
http://ePortal IP/admin/api/kcare/nagios/key _id

CloudLinux REST APIMERBAIL https://cin.cloudlinux.com/clweb/downloads/cloudlinux-rest-api.pdf &S0,

Nagios/ZabbixD#i&

NagiosZ 7= [FZabbixD L 4—TFS54 X 1—H & http//patches.kernelcare.com/downloads/nagios/check_kcare
TRYYT EERTHIENTEET,

CDRVVTHEERD2ODARUE—Y—LEBEBMEDHDHHNEER T HIARURTA2A—T()TATY . /WFER
DVThDIZHELET,

= Upto date (RFDHLD)

= Outof date (BARRTINDLD)

= Unsupported (RYHR—+DHLD)

= Inactive (FE7 U747 DED)

ZDARY) TrlEKernelCare¥— (CLNZEf=[dKernelCare.ePortal[Z&$%) 2325 —/\&/X—rF—TFHOU MDD TR T
DH—/N(CLNIZEE) ITLAR—LET,
Nagios®KernelCare R 7F—RRF Ty hR ) FrZ{EHLI=Service StatusE 2a—DHIZLUTFIZRLET,

Service Status Details For All Hosts

Limit Results: | 100 v

Host *# Service *¥ Status #¥ LastCheck #%  Duration *# Attempt #% Status Information
- ver S
oo P | [cneiGam s st Clecer By 03-26-2013 18:32:16 0d th 18m 105 1/4 All 1 servers are up to date
service Key -
localhost Current Load OK. 03-26-2018 18:3251 0d5h 16m3s  1/4 OK - load average: 0.01, 0.06, 0.06
Current Users OK. 03-26-2018 18:34:02 0d 5h 15m25s 1/4 USERS OK - 2 users currently logged in
HTTP @ WARNING | 03-26-2015 18:30:33 0d 5h 14m 48s  4/4 mP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.002 second response
PING OK 03-26-2018 18:32:28 0d 5h 14m8s  1/4 PING OK - Packet loss = 0%, RTA = 0.07 ms
Root Partition OK. 03-26-2018 18:30:35 0d 5h 13m33s 1/4 DISK OK - free space: / 148512 MB (96.69% inode=100%):
SSH @ OK 03-26-2018 18:31:33 0d 5h 12m55s 1/4 SSH OK - OpenSSH_7 .4 (protocol 2.0)
Swap Usage 'CRITICAL | 03-26:2013 18:34:30 4d2h 12m18s  4/4 S R ITI L K NES (0 Wb OB MB)SSWa s Elhey dRabled ot pressal
Total Processes OK 03-26-2015 18:33:14 0d Sh 11m3%s 1/4 PROCS OK: 44 processes with STATE = RSZDT
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Check_kcareR7) T &HERTBIZLUTEITVET,

1. nhttp://patches.kernelcare.com/downloads/nagios/check kcare MHA 2 O—KLET,
2. FhEUTIZaE—LTLFEEL,
= Jusr/lib64/nagios/plugins/(Nagios /)

Jusr/lib/zabbix/externalscripts/ (ZabbixF8)
3. ERTAIREAKREICLET,

A Zabbix D7 TL—MEU FIZHYFET,
http://patches.kernelcare.com/downloads/nagios/kcare zabbix template.xml.
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AVTSATUR

KernelCareld, A BVRDA—RIVICEE/\vFEERAEZTHD T, ERXG/\WFIDIEEDLYEE A, DFY uname —r
Dt At/prociversion DI7AILDABTENNVFEBRALTEEDYEE A,

ZFhig glibc PA—RILABH(T TV r—230 -\ AF)— A AT—R) ITERBFELTWSDZATZJIEH—RILD
ELWA—a 2 M5B T NIERS BN O T,
CO7TA—FEH—NICREBLRNILOREREEBRMEFRBLET A, LX) TARXYF—ORIZEZDTIT4
TH—FRIIVEHRUNELIR— LT EREIEDENHYET,

D EIBLR—IEBSC FzbIZKemelCarelZ B/ N—23> DA—RIILERTATUREBHYET,

kcare-uname —r

Rapid7 ™Nexpose M5 DL R—rERET - O DD R I TREFATEET,

Rapid7™NexposeTdDKernelCare Dl

KernelCarelgh—RILIZSAT/IRYFNBHIN TS (DFY ., BEA—RILA—Sar biEBIN TLSA—FR L/ A—
DavNEH5) ZE%FRapid7 ™Nexposel EBH T A EMNTEE T, ZHld kcare-nexpose RV FEFEHALTHBHED
BINEBINT B EICE>TERINET,

JEEE XML V2 2t TLAR—FE, F—N—IX DS54t X E@EHL/KemelCare 72X — )L DAFHR—FLFET,

ZMDRY'JTERapid7™Nexpose( > R AV XKL . KemnelCare/ Xy FhBERASh =X 1) TF4LR— 2RO, F
RTONAF) =y F N ERSN=CVE (F@EHEFF MR F) 12BN EBMLET .

CVED) AMEA 2V AR—ILDEA T2 LT, KernelCare Patch ServerEt=I&KernelCare.ePortal - —/ A\ S EREGENE
TO

CVEURNDEFREH#RMT 51012, LIR—MIBEMISRASNET , CVEZBEMIZAZEL. UATIOA—RIL/A—D3
TEMEN-HEINLDOLDEHIRT HENTEET,
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XOUYT,DLR,—/LEEFT

A CALDEHBBIFELEN—IX DX TLHETT,

1 URSrIDBFEHRELET .
cat >/etc/yum.repos.d/kcare-eportal.repo <<EOL [kcare-eportal]
name=KernelCare ePortal
baseurl=http://repo.eportal.kernelcare.com/x86_64/
gpgkey=http://repo.cloudlinux.com/kernelcare-debian/6/conf/kcaredsa_pub.gpg enabled=1
gpgcheck=1
EOL
2. AVARF—ILLET,
yum install kcare-nexpose

3. lusr/localletc/kcare-nexpose.yml| (TR I7 A IILEERLET .
ERFEDY T ILIE http://idocs.kernelcare.com/yaml_config_file_description.htm Z&8EZE0N,

4. BINEBMT BIOITA—RELTHERTHLR—F TR ZERLET

Create a report

Name  kc-report-new Reporttime zone = (GMT +0000) Greenwich Mean Time

Template ' Search templates

Contains all the data available i
ell as a

I S

Displaying 9 of 9 ® See il

Scope

Frequency
Do not run a recurring report
Configure affanced settings.

‘SAVE & RUN THE REPORT SAVE THE REPORT
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5. RYYTrERITL. HLCVEZHIBRL. HLLCVEFEBMLET,
kcare-nexpose -c/usr/local/etc/kcare-nexpose.yml

6. UTFITRT LSICHEBHEOHINNT Ly EIZERIBMENET,

VULNERABILITY EXCEPTIONS
| review | ttems Selectec: 0 of 152
~  Vulnerability Exception Scope. Reason Reported By Reported on Review Status Reviewed on Expires Onv

Cent 0S: CVE-2013-0913:  Allinstances onasset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2013:0744 (kernel) 168-245-

105.atm.cloudlinux.com
Cent 05: CVE-2012-6537:  All instances onasset 192-  Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2013:0744 (kernel) 168-245-

105.atm.cloudlinux.com
Cent 0S: CVE-2013-2634:  Allinstances onasset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/&
CESA-2013:1051 (kernel) 168-245-

105.atm.cloudlinux.com
Cent OS: CVE-2013-2094:  Allinstances onasset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2013:0830 (kernel) 168-245-

105.atm.cloudlinux.com
Cent0S: (CVE-2017-2636)  Allinstances onasset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/&
(Muttiple Advisaries): 168-245-
kernel 105.atm.cloudlinux.com
Cent 0S: CVE-2013-1826:  Alli onasset 192- Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2013:0744 (kernel) 168-245-

105.atm.cloudlinux.com
Cent 0S: CVE-2014-6410:  All instances on asset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2014:1997 (kernel) 168-245-

105.atm.cloudlinux.com
Cent 0S: CVE-2014-5472:  Allinstances onasset 192- Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2015:0102 (kernel) 168-245-

105.stm.cloudlinux.com
Cent 0S: CVE-2014-4943:  Allinstances onasset 192-  Compensating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2014:0924 (kernel) 168-245-

105.atm.cloudlinux.com
Cent0S: (CVE-2016-6136)  All instances onasset 192- Compenaating Control admin Thu, May 10th, 2018 ° Approved by admin Thu, May 10th, 2018 N/A
CESA-2017:0307: kernel 168-245-

105.atm.cloudlinux.com

Shawing 1 10 10 of 152 Rowsperpage: 10 « 0 4 1 of16p B

CONFIGURATION POLICY OVERRIDES

There are no policy overrides to display.
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ZDTIZHILRITAR—/I—TlIKermelCareD AV Ar—ILEREIZHITHIEBELGRA MM DULVTERBALELT=,
FLINUXD—RILISYF IR AV MD ELREHICDWVTEHRBALELE,
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AUTLER http://patches.kernelcare.com
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ePortal, REST API (Nagios, Zabbix) CLN. REST API

= KernelCare®™xJ4H A k: hitps://www.kernelcare.com/ja/

= KernelCare®7J B4 https://www.kernelcare.com/blog/

= KernelCare Patch Server: https://patches.kernelcare.com/

= KernelCareMRF 1A T—3>: https://docs.kernelcare.com/jp/

= CloudLinux Network — CLN (TR—’)T JL): https://cIn.cloudlinux.com

= CloudLinux 24B%#365 B4 >S54 9 R—k 2 X7 L - hitps://cloudlinux.zendesk.com
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